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. . ' The Director of Central Intelligence .

Washington. D.C. 20505 Executive Hegisky |

S/ T/

1 May 1981

Staniey Sporkin, Esquire
Securities and Exchange Commission
500 North Capitol Street, N.W.
Washington, D.C. 20549

Dear Stanley:

Thi§ is an area in which I would like to see your
imagination and resourcefulness. Take a look at these
papers and I will talk to you when I see you.

Yours,

v’

: - : o William J. Casey

Enclosures:
Various news clippings
re technology
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. The Sovmt Unwn-m lapging be-
" hind the Silicon Valley's alectronic

uedmolog and bent-on. catchmg
.up = any\way it ¢ .

The Soviets buythe: vailey’sbat
ideas on the open market wheney
" er pessible. When they caw't obtain.
the technology. legally, 1 mcent fed-
- eral investi gations show, ey deal
with compam thai:expoxt lt xlle-
gally. Pim e
) Durmg an; inthigauom m
~ Scuthern Cahforma, -eight agents

of the KG3B, the:Soviet version of
-the ( were- photographed .tak=
ing ‘delivery- of- -highiy senxxtwe
mmtary equipment.-.. ... 0

FBI Direcior. William H.. Webs-
ter said recently that the KGB has
heen. actzvem*heﬁayﬁmferlﬂ
- years, during which-tirze: Silicon.
_Valley has become the world’s
leading researchrand develooment
- center for-solid state-electronies;:
. . In a talk to-the- Comrnonwealth,

Club in San- Francrsco,. Web&a:
~ warned that
* ligence operations-
i 1clngical].ly ‘assigned™ioe steaLtms
. technology. Educate-your employ-:
. exs_ who- don't” thini-ihis sort: of |
. thing exists. This is nnpcrtantfog‘
the self-interest of the company —=:
’ and for our pational well-being” 5"
"~ Investigators are probing a net--
“work of - foreign agents and busx-

resses who have belpad: xminendly
rations-awvoid:US. . embargos on
the export of technology. .- ... i

The Customs and Lommerce de-|
partments “stepped up investiga-
tion and prosecution of such cases;
last year. In September, a “work-
ing group” was formed of several
federal agencies to deal with ex-
portviolations. .. .. v ceriLEd

e

'company —:DeVimy Test Lab

“the Soviet bloc through a complex '
' metwork .of “‘cover” routes. Ship-"
‘ments would go to Amsterdam -

@ san gose news

5 March 1981

“"'A pattern has emerged of Amer-

'-1can and foreign businessmen buy-
ing technology, exporting it to neu-
tral countries such as Switzerland
and Austria, and then transship-
ping it into. the Soviet Union.
;. A current case involves Conti-
-nental Technology Corp. of Torr-
“ance. Run by two people,.a. West
-German and a Russian. who be-
-came a: paturalized U.S.’ citizen,
_Continental.is suspected of buymg
-advanced electronics technology.
‘from- contractors in Santa-Clara:
. County and sending it to the Soviet
{Union. No charges have been filed
;but the case is before a federal
grand jury. &
- Cases r&olved in the past year
»* A Belgian citizen, Marc:
Andre DeGeyter, was Jaﬂed after
search -warrants showed his firm "~
‘was shipping a secret Intel Corp.
.computer chip to the Soviet Union.

‘Search warrants in the. case
showed DeGeyter’s company,
Computér Engineering and Ser-
. vices. Accounting, Brussels, had a-
"contract with Techg,mashxmport, a
. Soviet mtemahonal tradmg com-

“pany. i N

L Walter.l Spawr pr&eldent of'
Spawr Optical Research, Inc., Co-
rona, was.found guilty of shxppmtr
Jaser mirrors that could be used on
satellites to the Soviet Union via a
Switzerland export “drop.” Spawr:
.received a five-year sentence, with+ )
-all but six months suspended and
the company was fined $100,000.
- ¥ Otto Poeschl, a West German
‘trading as-Arga Warenhandelge-
sellschaft and: Tewifa Investment "
-Corp.,- was -denied export privi-: =
-leges for 10 years after he was
‘found - sending illegally purchased :
computer parts and INemory cores.-
-to Warsaw Pact nations. The cov=.
er ‘destinations were in Austria.’.:f o
+:’A Montreal and a Tel Aviv’

:Ltd. and Excel Industries — were-
‘denied: export privileges after
sending computer equipment -to-

-and other intermediate points-

“from which they were sent to. V1-1
.enna. From there, the material;
“was shipped into the Soviet Uniors

. ¥ . A South African, Joan Pl

: Taylor of Taylor Enterpns&s, was’
;caught illegally routing $205,000
: worth of arms from Olin-Winches-1

‘ter Corp. to South Africa with;
~phony export destinations. She wasd
. barred. from exporting from: the;
_United States for. 10 years.- 7w

Underground channels ,
“In -Silicon Valley, underground:
‘ channe!s sometimes take advan~
tage of thieves to obtain material,.’
accord ‘ng to one authority.

: “It’s’snmlar to what the valley
‘has - w)th - being- stolen for
- their gold,” said John Shea, a San -
Jose technical consultant to de—

fense and intelligence agencies,--
~ Shea; whose Technology Anal -
. sis Group analyzes Soviet electron—
_ies eqmpment for. various govern-~
. ment agencies, put together 2 “So=:
viet shoppmg hst.” for the Mercury
,News
-+ . The hst Shea says, sbould ind:
fclude locally manufactured high-.
speed microprocessors used in
maissiles; radiation-hardened cir
cuitry; circuits that can store vid-
eo signals; and the latest technolo-
gies in manufacturing the dense,
high-speed integrated circuits that’
“have made Silicon Valley famous.-
.. Also on the list are advanced !
‘techniques -for making. microcir-!
‘cuitry such as -complimentary

4

" metal’ oxide semiconductors and

_silicon-on-sapphire methods.
. “They are trying to pick up on
'the latest high technology in inte-
grated circuit areas,” Shea said, -
“Responsible government
\sources report concern within the-
epartment - of Defense that
ce may be madvertently or
copsciously making significant
‘hi technology available to the
‘Soviets eitter in. commercial or
ilitary products,” he said.
Shey said the French recently 1
showeq an interest in lngh—speed
computdr applications to military-*
aerospage systems. and: electro-"
mechamc technology :

u couple these two
.technologxw, you get apphcatlonr
in electrom

cations and onnaisance satel—
. lites. . RV
“You can be that Silicon

Valley is a prime
-and covert mtelhg c&gathenng,”
Shea ‘said. E A

- Onthe otherhand e noted that .
‘US manufacturers with overseas’
rdlstnbut:on outlets cap make it

quire commerclally vaxlable
_ptoduets. . & .
~ Often, he said; “The ians -

get for overt |

“can buy what- they want utsxde
- the United States.” ‘tid v\ .
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velopmen
“cate the So Union -is- about.
three years behind the ‘Uni d
States in solid state technology.
‘A good copy’ N
First, the CIA obtamed a Rus—»
sian microprocessor from a mis-;
sile captured by the Israelis. It is a |
copy of the 8080 microprocessor,
introduced by Intel Corp. in 1977. |
‘The 8080- has been superceded by.
more advanced Intel microproces--
SOrs. . . .
The Soviet version of the 8080 is-
a much larger chip than Intel’s,
but. remains. what sources de-"
scribed as- “a good copy’ of the )
devxce. RN
" The second development ‘came"
when the Carter administration. .
froze an export license, preventing -
Control Data Corp: from selling an |
advanced- computer to the Soviet -

- 1iews agency Tass. The Carter ad- "

mmistration said the computer

 contained. too hxgh a level of vltal _'

technology. %,
In response;” the Soviet \Umon

sent one of its-own integrated cir-

cuits to the United States to-show

:»_‘tromcs thefty. . v

they already had the technology
Analysts say the Sowet—made
_chxp is a copy of a. Mostek Corp.

~ microprocessor. It has ‘more liber
. 2l timing and voltage parameters,
- which increases the yield and sim-
plicity of manufacturing, but it-is
a good copy; sources say: - .7 S
During a rare spot check of lngﬁ
technology leaving-the-country
last year, the*Custorms. Depart-
maent in Long Beach turned up:28
major violations'in three weeks. "
. The violations ranged from mis-
labelling packing crates and-ex-
“porting without.-a- “License to. _\‘np
" ments by suspected “front compa-
nies” diverting U.S. technologz:to
unfriendly nahons., o
Seven companies are bemg-m-
vestigated as-the result. The sis:
pect exports included; among oths
- er things, aireraft design material
valued at$s mxlhon, two $250,000
‘shipments of-. machme -guns. and
silencers, :a-$400,000 ] slupment*of
comaputer parts and’%u large ship-
ment of space satelh?a systems: ;.
“Three weeks of), spot checks
. will keep us busy for six monthsof:
investigation,” -said Ken. Ingleby,
special agent in charge. of Cus-]

toms’ Terminal Island offxce i)

Los-Angeles, .~ .. :,{:i: i

‘CIA- RDP88800443R001 003880163 5
Proble laws ..

™y

Z .
Another mvahgator said tbag

'-“the laws are a problem.-

(exporters) don’t have to file oa
shipments which leave the country
by ship until five daysiafter the
“Ship sails. They can file then, say:
ing it’s-anything -— Jellybeans,
washing machine parts or whatev-
er. How are we going to check??.:

Although stolen circuitry appar-
-ently is not the primary-source of

vanced American technology
»fo uniriendly nations, mveshga-
» gxquspect it is a factor..
. il our - information - mdxwtee
that sbme of these (stolen or coun-.

-terfeit)\devices are ending up'in;
.the Sovidt Union,” reports Wayne
;Brown, a Ranta Clara County sher-

iff’s deputy\ who i nv hgat& elee-

Police ard, lookmg at :.a recent

"354 000 loss reported by Advanced

Micro DevicesiCorp. to the Sunny-

»vale Department of 'Public Safety.

"AMD is missing some of its

' _most advanced circuits; which sell
- “for 336 to $50 apiece. The circuits
-are capable of stonng v1deo-en—

‘coded mformatxoq P
- . AMD declined comment. ;...
Doug Soathard) who prosecutes

“electronics cases ifor the- district |
_attorney’s office, says, “We want
‘to break this thing up because it’s-
-hurting the economy of this area-
.and it has possible mtemah nal
_implications as well.” * - .
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oW Russia snares high-technology secrels

A key element of America’s post-Af-
ghanistan sanctions against the Soviet
Union—the sweeping ban on virtually
all U.S. high-technology exports—has
notionly failed to influence the Kremlin
but’ may even ba backfiring. Moscow is
making more ilhoit deals that circum-
vent internationz! trade controls, as well
as taking greater advantage of the legal
loopholes that exist abroad.

As a result, the Beagan Administra-
tion will soon pus the Westem allies to
put more mus
their restrictions nt: S0
trade. The immaeriiaie goal
is to stem the flow of semi-
conductor and eoraputer
technology, mueh ¢f which
has military petential.

Longer term, mahy
members of thé Reagan
camp, including Secretary
of State Alexander M.
Haig Jr., are calling for a

mhten'ncr of trade policy.

The 3 believe the Western
allies must mobilize their
economic strength io put
effective pressure oo the
Soviets. “We need to ser-
iously eonsider developing,
in concert with our allies,
the capzabi ‘lty t6 wage im-
ited economic war wmxx'st
the Soviet Union,” says
one ranking Reaganite.

The organization for
such an undertaking alrea-
dy exists in the Coordinat-
ing Commiittee on Export Controls. Co-
com was formed du:mg the cold war era
to help contain Soviet expansionism by
restricting trade. It has compiled a foot-
thick list of products that cannot be
exported to Communist countries with-
out first obtaining a license. After Af-
ghanistan, President Carter never asked
the other Western zllies to emulate his

U. S. chip and compuier
skills leak via illicit deals
and legal icophoies

blanket embargo on high-technology
goods, but the Cocom nations—the
members of the North Atlantic Treaty
Organization, minus Iceland, plus Ja-
pan—did ag"ee 1o grant no more licenses
for listed products destined for Russia.
Given the economie plight of Western
Europe, there is scant chance of a gener-
al accord that wou'd significantly reduce
trade with the Soviet bloc, so the Reagan
Administration will insist on strict en-

forcement of Cocom guidelines. A U.S.
trade official notes that many Cocom
members “have been reluctant partners,
at best.” And since the U. S. imposed its
embargo, he adds, some Cocom govern-
ments—notably France—have encour-
aged their domestic companies to grab
business from U. S. companies.

Many U. S. businessmen are confused
by Washington policy. Although the
blanket embargo was lifted a year ago,
U. S. business continues to be penalized

Defense consultant Shea and chip-circuit diagram: The foe is gaining.

by Washington’s overzealous enforce-
ment of Cocom rules. Other nations thus
are often wrongly blamed for ignoring
the rules. Sometimes the rules are bent,
but most countries strictly control ship-
ments of strategic items.

To the Reagan Administration,
though, the issue is more fundamental
than whether specific rules are bent or
broken. Reagan’s advisers want the Co-
com countries to formulate a consistent
policy to replace the ad hoe, shoot-from-
the-hip approach that characterized the
Carter team. The Reaganites believe
that the inconsistency of their predeces-
sors sapped the cohesion of Cocom.
Disintegration. “I don’t know at what
point Cocom began to disintegrate, but I
concede that it has,” says Lawrence J.
Brady, the new Assistant Secretary of
Commerce-designate for trade. Brady is
an avowed critic of higii-technology sales
to the Soviets, and his appnintment is a
clear signal that the U.S. position is
hardening. “Multinational controls can

be made to work,” adds Brady, “if we sit
down with our allies and determine
where we are going.”

But putting effective contre!s on tech-
nology transfer has never been easy. In
an age of handheld microcomputers and
a host of consumer products cont~ining
little bits of silicon that can provide
intelligence experts with important clues
about technological progress, it may be
impossible. Security at many smali
semiconductor producers—or users——xs
often rather lax, says
U. S. Customs Service in-
spector in Europe. And
once a Soviet agent has
stolen samples c¢r bribed
an employee to do so, notes
a European intelligence

prowswa, "W Peg

take 20,000 semiconductors
out in a diplomatic suit-

ton say that the XGB has 30

con Valley, plus others in
Phoenix -and Dallas—all
charged with obtaining
data on microelectronics
technology.

Once the Kremlin ob-
tains a semiconductor chip,
the Soviets are adept at
“reverse engineering”—in-
dustry jargon for shaving
the chip down by hair -thh
layers and photographing
the circuitry exposed in the
process. This yields a

three-dimensional schematic of the mi-

crocireuits. Control Data Corp. late last
year obtained a Soviet-made micropro-
eessor and, after reverse engineering and
analysis, the Minneapolis computer

maker estimates that Russia’s semicdn-
- ductor technology lags behind that of the

U. S. by only about three years.

Long lags. In practice, says John D.

Shea, president of Technology Analysis
Group Inc., a consultant for the Defense

Dept., Soviet spies might do better in-

Macy’s or some other department store.
Shea asserts that the Soviets can learn
more about semiconductor technology by
buying commercial products than by

stealing defense data. By the time the"

Pentagon nails down specifications for a
new chip, calls for bids, and gives a von-,
tract to the lowest bidder, the semicon-
ductor compames are turning out the
next generation of chips for commercizl

applications. “The microelectronic de-_
vices in toys, automobiles, appliances,. :

and industrial tools are more sophisu-

specialist, “you can easily "

case.” Sources in Washing-*

agents in California’s Sili-’

i

i
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cated than tiglmes in our weapens and
satellites,” SINWmaintains.

According to a position paper just
published by the Computer & Business
Equipment Manufacturers Assn., a
trade organization, the government's
methods of controlling technology trans-
fer have not adjusted to this accelerating
rate of change in the technological con-
tent of commercial products. The paper

‘Front’ companies score.
Smuggling in a suiicase,
or simply buying in a store

dlso argues that the U. S. embargo had
no chance of succeeding because what
the Soviets cannot obtain from U.S.
companies ¢an almost invariably be pur-
chased elsewhere.

Many trade experts doubt that illicit
shipments have even unofficial sanction
of Cocom governments. Instead, they
hold that businessmen, especially small
businessmeh in both Europe and the
U.S., are the culprits—and are more
wﬂlmu to risk violating export controls
during economic stumps. “Then the prof-
it inotivﬂe supersedes the sense of patrio-
tism,” sighs a federal official. Philip R.
Bowen reglonal director of lmestlga-
tions for the U.S. Customs Service in
San Francisco, points out that unli-
censed exports of embargoed goods in-
ereased significantly during the 1975 ra-
cession, and the same thing seems to be
happening now. Allegations of export-
control violations in the U.S. climbed
last year to 350, up from 200 in 1979.
Violations. Bowen says that since 1976
his office has handled about 25 cases

involving high-technology violations,
and he expects perhaps 10 more this
year. Recent examples include; -
a Continental Technology Corp., a Tor-
rance (Calif.) company jointly run by a
West German and a naturalized-U. S.
citizen born in Russia, is suspected of
buying about $15 million worth of ad-
vanced electronics equipment and laun-
dering it through 11 front companies to
the Communist bloc. The case is before a
Los Angeles grand jury.
8 Two executives of Quest Electromcs, a
Santa Clara (Calif.) electronics distribu-
tor, were arrested last October and
charged with conspiring to export ille-
gally some $10,000 worth of computer-
circuit chips stolen from Intel Corp.
» Last January, Walter J. Spawr, presi-
dent of Spawr Optical Research Inc,, in
Corona, Calif., and his wife were con-
victed of shipping mirrors for high-ener-
gy lasers to the Soviet Union by way of
Switzerland. The mirrors sold to Moscow
were identical to those purchased by the
U.S. Air Force Weapons Laboratory.

The company was fined $100,000, but
the Spawrs are appealing. During the
appeal process, notes Theodore W. Wu,
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assistant U, S. attc , they remain im-
mune from restric®®s: “There is noth-
ing to keep them from doing it again.”

Pressure. Small companies can be easy
prey for KGB agents. One common tactic
is for a Russian agent to set up a local
business as a front and begin buying
nonsensitive products from a supplier of,
say, equipment for making semiconduc-
tor chips. Gradually, the agent increases
his purchases until the point where the
Kremlin indirectly accounts for a sub-
stantial portion of the vendor’s sales.
Then the agent uses that leverage to per-
suade the supplier to sell the export-con-
trolled equipment, and the equipment is
diverted to a “drop” in Austria or such

non-Cocom countries as Liechtenstein, :

Switzerland, or Sweden. From there, it
is reexported to one or more countries,
ultimately ending up in Russia. A trade
expert in Scandinavia notes that Finland
is another funnel for a lot of high-tech
goods, “but you'll never find it in their
export statistics—unless you happen to
notice the unusual volume of shipments
to such places as Swaziland.”

“Canada is an excellent location for
front companies,” says a Customs Ser-
vice official, “because it’s the only coun-.
try where you don’t need an export
license, if the shipment is for use in Can-
ada.” The Reagan Administration is
considering various methods to crack
down on such practices. One proposal is
to raise the reward fco- information lead-
ing to the conviction of violators from
the current $50,000 to $250,000.
Troubling ties. James Brewster, a London
consultant on Soviet trade, points to a
“very strong French presence” in the
Soviet Union since the Carter embargo.
Shea of TaG is clearly troubled by the
close ties between the two countries. He
points out that Harris Corp., a Florida-
based company, and France’s Matra
have formed 2 joint venture, Matra-Har-
ris, to design and produce semicondue-
tors in France—and, in April, Matra-
Harris got another partner, Intel Corp.,
a California company that has pioneered
microprocessor technology. What wor-
ries Shea is that Harris is among the
leading producers of semiconductors
that are resistant to radiation damage.
“This is leading-edge technology with
massive military applications,” says
Shea, adding that his U. 8. intelligence
contacts figure that once the French get
their hands on this knowhow, the So-
viets will field it in military systems
within two or three years.

As a result, Shea asserts that it is
‘“very probable” that all joint-venture
agreements involving high-technology
transfer and any foreign company will in
the future require federal approval. Key
personnel at Defense and Commerce
want such deals to be reviewed just as if
they involved military hardware. =

v
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= The computer’s apparent diversion

" gon,” says FBI chief William Webster, B

"120,000 of their employees have top-

- Central Intelligence Agency intensi-

MATIONAL AFTTAIRS

- 12 November 1979

ERVING ON .S, BUSINESS

As in most real-life espionage stories, the
datails are hazy even now. But sometime in
the early 1970s, U.S. intzHigence officials
szy, a train carrying an 1BM 370 computer
soid to Poland by a European firm myste-
ricusly broke down along the border be-
tween Poland and the Suviet Union. When

_the train began rolling again, the computer
was no longer aboard. Ip March 1973,

oficials say, Soviet authorities contacted a
European computsr firm to buy spare
paris for an IBM 370. The parts were
zvailable, they were told, but the fim
neaded to know the serial number of the
computer. Sure enough, the serial number
turned out to be that of the missing

I3M 370—then 2meng the most so-

phisticated computers in ihie world. ~

into Russian hands 1s an extreme
c2sa—but in many less dramatic ways,
1.S. officials believe, the Soviat Unioa
is stepping up its attempts tosteal U.S. -
military and technological secrets by .
penetrating American industry. “We
czn lock up everything in the Penta-

“but the same information raay beina ..
safain a company building” whereitis
“much more vulnerable.” Safeguard-
ing those secrets is a gargantuan task:
some 11,000 firms have access to clas-
sifiad defense information, and about

secretclearances. Both the FBIand the -

fod security checks of industrial
firms—but CIA director - Stansfield

Turner termed the CIA’s findings <

sumed to monitor communications at

stringsattached may not be obvious atfirst,”
an FBI official says. *Nevertheless, thebusi-
nessman isslowly drawn into aforeignintel-
ligence network.”

Knowledgeable spies can reap a rich
harvest of advanced techaical data without
resorting to skulduggery. The Soviets, for
example, subscribe to a biweekly report on

.current scientific research published by the

government-run National Technical Infor-
mation Service. It collates only unclassified
research, but some of the papers provide
valuable technical clues—"a running ac-
count of the level of U.S. technology on 2
very, very timely basis,” says one u.s.

&%

and lasers. Federal export regulations re-
strict the sale of products that could be of
military value to the Soviet bloc—but the
rules can be difficult to apply, forcing case-
by-case evaluations. “We will license {the
export of] cornputers of a certain size,” says
aU.S. Commerce Department official. “But
we will absolutely not license . . . the tech-
nology to produce them.” Some American
firms dodge theregulationsin orderto make
asale. Last month, two former executives of

LI Industries pleaded guiity to the ille-

gal sale of semiconductor-manufacturing
equipment worth $300,000 to East Ger-
many. Similar sales by other firms could
total as much as $35 million.

gquipMzNT: The Soviet espionage cam-
paign now aims to copy both the product
and the manufacturing process. The CIA
has found, for example, that the microcir-

cuitry inside a Soviet electronic calculator

&r@g’? 3

discouraging.” Soviet Sn00pS 218 8% ¢, 7p1 379 disap‘be;_!m.;'n Poland: Stepﬁeci;u}: efforts to steal U.S. technol&gica[ secrets’
major defense plants, and last Febru- = .- = ' ' 3 : : :
-ary six Boeing Co. employees lost their
“security clearances because they carelessly
sent information about the MX n}issile over

an ordinary phone Line.. .

grizes: The Soviet-bloccountries cmploj a

wide range of techniques to crib American

echnological innovations. FBI agents in
Chicago, for example, are investigating a
casein whichthe Pelish Governmentappar-
ently setupadummy corporationto acquire
industrial data that had been embargoed for

exvort to Commuxist countries. AndaRes-

ton, Va., computsr firm told the FBIL in
September that one of its executives had
been offered a 3500000 bribe by 2 Soviet

agent for a copy of 2n unclassified bitof
softwareused toprogram thecomputersofa
number of major corporations, including:
Gulf Oil and Citibank. Companies in finan-;
cial trouble are special targets for foreign:

2gents, who offer much-needed contracts,

then demand help in circumventing U.S. .

exportregulations. *“The implicationsofthe

- e s LT

i . o reg on e
expert. The Soviet Union has 2 standing
request to receive microfilm copies of all
documents relating to such fields as “mis-
sile technology” and “optics and lasers.”
Inevitably, a document or two turns out to
have been improperly declassified...
Similarly, participants in scientific meet-
ings that routinely include Soviet experis
often seem “lax . .. about the protection of
militarily significant technologies,” com-
plains J. Fred Bucy, president of Texas In-
struments. And Websterisconcerned by the
influx of visiting scientists and businessmen

" from the Communist bloc. One Hungarian

physicist was allowed to study magnetic-
bubble memories for computers—until a
defectorrevealedthe Hungarianhadadead-
line for delivering a prototype to Moscow.
Controlling the spread of sophisticated
American]technology becomes more diffi-
cult wher scientific breakthroughs enter
commercial production, as they have in

‘computers, microelectronics,. fiber optics

' duplicated that of an American-made mod-
el—a relatively simple bit of “reverse engi-
neering.” But U.S. experts were disturbed

ture the microcircuits, probably through a
legal sale to Yugoslavia. -

can technology poses a series of policy
dilemmas for U.S. officials. It is one thing to
crack down on espionage or illegal sales.
But many American advances are there
for the asking. Sophisticated technology is
America’s most competitive export on the
world market, and the free exchange of
technical information is highly valued by
scientists. The Soviet bloc’s access to scien-
tific research can be eliminated only by
suppressing scientific debate and business
enterprise—and so farno one seems willing
to go that far. ~ N

TOM MORGANTHAU withDAYID C. MART[N‘.

and ELAINE SHANNON in Washington

- e e

that the Soviets had also obtained advanced -
American-made equipment to manufac- -

Stemming the steady leakagé of Ameri-

e o dp———— s
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Semiconductor Flrms
Are Plagueri by Thefts

The Silicon Spies .- |}

Of Hl Tech Matenals_"

banned altoget.herdirom‘ export : to those

F ederal State n,anen ;__Say:'
Sov1et Bloc 15 Gettm&
\iany Ilfegu'f ohlpments

e F eral grahd“jury‘and.Santa Clara County
:sheriff’s investigations are focusing on the

By
‘Staff Reporters of’nm W‘AL‘..‘STBSSTJOURVAL
- SUNNYVALE,. Calif. -I‘ looked like-a
simple larceny wherr $6+¢00 of semlconduc-‘
tor chips disappeared from Advanced Micro
Devices Inc.—an mcreasxr"ly common oc-
currence here ., jn.. the . lechnology-rich
"Silicon Valley.”. " Eoo T
**‘Somebody ]ust walkﬂd in off the street
and took the parts right cut of inventory,”

2E ooods ‘behind»thé Irow Curtain is.unques-

fanead of the U.S. in conventional military

QHE WALL STREET JOURNAL
28 April 1981

~; That there is.a hunger for these **hi-tech”
tioned. ~Although-.the Soviet. Union. is well

firepower, it is believed to lag behind in its
electronic arsenal, To protect this technolog-
ical edge, the U.S. government has made it
illegal -to- .export certain- high-technology
equipment to.the-Soviet. Bloc. and- other- un-
friendly- nations without a Commeérce  De--
partment ' license, . Some  equipment is

.'f."Breacha in tlns secumy wall ; a

 equipment -but: | also- from:- its:: diversion
through transshipments by seemmgly legm-
mate middlemen and distributors. -

dei - At the moment, both the Los’ Angeles fed-

Jand -onetime- artners: Werner Bruchhau-
sx and..!m DgwaAu. ' p

- sian-born naturalized D S. citizen. who lives

says W.J. Sanders; He president of the com-
pany. “It was embarrassing.” -~ < -
© What gives a sinister 'ime'xszon to- the
keist is that the stolen cirenits had been de<
51gned to military- spectfications for use in
the nation’s missila- and aerospace - pro-
grams. Where - these ¢chips are: now is-a
364,000 question. The fear is that they'll turn{
up in somebody else’s missiles, possib}y the
Russians’. It wouldn't be the first time, -
" Says Assistant U.8.°
w , Who is conducting a federal zrand-jury
invstigation in Los Angeies of technologica}
espionage, “‘The Silicon Vatley and Southern
_California are the. cradies of the=illegal and
. clandestine shipment of strategic goods to
. the Soviet Blec.” In San Jese, in the heart of
; the *‘valley,” the Santa CRara- County sher-
Liff's office is conducting its own.investiga-
[non of the disappearance of sophxsncated
’ electronics equipment. - :

|A Race With the Soviets
: Thefts and diversion of e}ectromc compo-
i nents have occurred at such major produc-
. ers as Intel Corp.,. Texas Instruments Inc:
! and National Semiconductoz Corp.- as well
as many smaller-companies, The cost of
thefts to Silicon Valley companies. alone is
running about $20 million a year, industry

Pl T 1

s seizure were sealed by a federal judge in

Attorney Theodore | tem to Continental Technology Corp.. a com-

| pany allegedly controlled by Mr. Bruchhau-
“sen: and Mr. “Maluta. -Corporation - papers
“show that Continental’s officers are Mr.
“‘Maluta and- two ‘West Germans, the latter

sources say.- - .. ;- oz

~activities of ‘two international busmessmen

sen, 41, 2 German national who'now lives in
Monte Carlo, and Anatoli Maluta, 46, a Rus-

ki Torrance. Calif -

Usmg “Shell" Compames s
Search-warrant affidavits flled in state
courts in Los Anveles and San Jose earlier

y ommg  tion to ship the mirrors by the Commerce

“Ihot “only from outright thefts: of -strategic ||

‘pany, in federal court.in-San Francisco. The

- victed of shipping semiconductor-processing

‘rmslabeled the - equipment as goods that
"didn't need. an- export license, - such. as

1his year descnbed Messrzs. Bruchhausen
~and Maluta as “major outlets™ for allegedly.
stolen chips through. anywhere from 11 to 50
corporate *shells’: they control. :

T%In one recent.incident, U.S. Customs
agents in Los Angeles,seized a missile-guid-
ance system manufactured by Watkins-
_Johnson Co. of Palo Alto, Calif. and awaiting
shipment to the Soviet Union. Details of the

‘Los Angeles. But investizators’ say the mili-
tary contractor had sold the guidance sys-

| equipment to Canada, which doesi’t require

.sla, taking out the electronic equipment and
.were duly shipped on to Moscow. What hap

described as “associates' of Mr. Bruchhau-!
sen accordmg to law-enforcement sources. .

- Watkins-Johnson declmes all comment on
the incident Mr. Maluta's lawyer says. that
when he-was told that Mr. Bruchhausen had |
set up the sale to the Soviets through asso~!
ciates in West Germany, his client severed
his business relationship with Mr. Bruchhau-
sen.- Mr. Bruchhausen cou}dnt be reached
for commenL »i. it

Approved For Release 2007/03/06 : CIA-RDP88B00443R001003880163-5

Husband and- Wlfe Convxoted
Occasnonany. producers themselves are
involved in-violations of the federal ban on
shipments to the Soviets. Last December,
Spawr Optical Research Inc.," a Corona.
.Calif. company, and its husband and wife:
owners-were convicted by a federal jury in
Los Angeles of illegally exporting high-tech-
nology laser mirrors, now being. tested for
use- in-killer- satellites; to the Soviet Union
via agents in Germany and Switzerland. The
couple earlier. had been denied an applica-

. Department for national security reasons.
Thelr conviction- xsbemg appealed.. it .-

-

“How strategic merchandnse is moved to
R.xssxa was well illustrated by the 1979 pros-
“ecution of LT ‘Industries; a Sunnyvale com-

company and its then-owners were" con-

equipment to the Soviets without a govern-
Tnent license. (LI, Industnes has since been
sold ta new owners. | o

- Court records. show that the company _

,-:.,

““commercial washing ~machines” ~and
“industrial ovens. "‘It then’ shipped the

a license. From there, the equipment was
transshipped to Russia via Switzerland.

Ir each instance, the middleman was* .
i idemiﬁed as Richard Mueller, a German na-

tional. Customs investigators’ reports,-on
file at the _agency, idennfy Mr. Mueller as:
working for another German,. Eugena
Schwartz -Nitzska, who i$ described as hav-1
ing *strong ties” to the Soviet Trade Minis-,
try. Although indicted in the case, Mr.
Mueller never returned to the US. - ; :

Just before the-government mv&snf’ators
closed in on the operation, Customs. agents
sabotaged -a-final shipment bound for Rus-

substituting Six " tons' ‘of!sandbags, .which’

i pened when- the crates were opened has
never been verified, but a Customs agent
says, *‘We never ran into Mueller again.”

The search warrants filed.in the Bruch-
hausen-Maluta case by the organized-crime
unit“of the Santa-Clara County sheriff’s de-
partment provide a detailed overview of the
workings of the vast gray market in high-
technology electronic materials. -

In November 1979, about-10,000. chips
(then selling for about $100 each) disap-
peared from Intel Corp.'s Santa Clara ware-
house.” They were-tiny memory circuits,
called *'2732s,” capable of storing 32,000 bits
of data on their fingernail-sized surface. A{
building block of the rapidly expanding mi-
croprocessor technology,,2132s were hotly.
demanded for all manner of products, from
electronic games and Xerox machines to ra-
-dar-j -jamming:” equxpmenl ‘and mzssue-gmd-
| ance’ systems.: (,\Astomers couldn'r get
“enough- ofthem.« ey e JESE

LB el b T F M LHEER 'hrm Fd J\\F’ux.‘elﬂ‘\vﬁt‘j




hnihbl

ance-of: Lhe‘chips (-au: 10, D(g couldﬁe eas-
iy ﬁttedmm ‘a suitcase).until ahouramonth
after theim10ss:*Then:a*complaint came in-

i from a surprising quarter—Siemens AG, the

German electronics giant and a preferred
Intel customer. The German firm said that
a batch of Intel-brand chips that it had

- bought—above its normal allocation level

and at a suspicious’ 40% - discount—from
scme European distributors were showing

2n abonormally high failure rate.

Intel then notified the local shérift's of-

* fice of the theft and-began to help it in trac-

_ing the- innerary: raveisd byu.the stolen
{ chips.. W

 learned that the 10,000 umnarked Intel 27225

From informants, . mzcnﬁ‘s depuuw

* were stolen prior -to compision. of in-house

. rooms.”; Although:¥;thes

testing at Intel.. A-fortner intel :eliahility
technician has been indicied jor the theft in
state court at-Santa Clasa. The. technicmn

allegedly delivered.the: smleu chips’ to"Joho
Henry Jackson. &, ve-ume convicted felon, || .

according to courty iecom -on file-at! the
Santa Clara .coupt.: Thef-ieckmcm.n. now a

codefendant- in ‘the: Inte case, was:charged| and-

with theft and possesswnkoﬁ sta}en pmperty,

N
mth state and federal .agents-on file in.the
Los Angeles, Mr: Jackson ailegedly”admit-

ted that he’has? been’tratticking:in! stolen _,*:‘f"

semiconductors- for 14 yea:s. Heis quoted as
saying that it'was ‘ho problem" ;o sxeal t.be.
Intel parts from. shippin; _docks -

son allegedly told mvesumwgggathe “hired-
a jobber to counterfemt.he Jogol The jobber:
is quoted in’ another;, eourt.doaxment that

“over-one. million: integrated circuits-had
been counterfeited for Mr. Jacksonover the
years:="Mr. Jackson cou_dn zabwreac,heito;:
comment:# -

Search-warrant a.tﬁdavi&smd:Mt ack-
son sold a large batch of- theswlemmto
Mormac Microtechnolegy Inc. of Tarzam, |
Calif. An. official of: Mormac. declined com-
ment, ‘on ‘the advice- of his. lawyer One of

| the defendants-in: ‘the: Intet:casa,’ charged

with grand: theft and the posesden.oismlen ‘

property, is Patrick: Lyle; Ketchum; 26,
recently a Mormac- salesman. Federalco
records-in- Los:Angelesahow that Me:
chum pleaded gmny two years ago: to-ai
* and abetnng,theuse of false informatich to;

sell'semiconductors, He received probatpn. f

“Mr. Ketchunris reputed to have'l
of me 'money men!’ of the stolen-ch.\p

Ketchum once allegedly boa.s:ed to the
mant that he was making $30,000 2

He lives in a sprawliog two-story h
an acre of prime real estate in the
Los Angeles- suburb:-of Hidden. Hi

Santa Clara court-and: alsoinstatecourt,m

cmr Was “réluctant’’ ‘to” name its’ supplier

h yMa.lutm s the :
chum sells.the majority ot e
__cmts) he gets from Jackson./ . .-z

~-Mr. Maluta’s lawyer, Cafl'A. Capozzola.
says his. client.isn’t guilty i
tions*and has cooperated A
attomey s office:..; '

- The- wayward' Intel 7
pa&ed from Mormac thrsugh another com-
\-pany, Space Age Metals of Gardena, Cahf A

‘At:this: point-a ‘snag d’eveloped in: Ihtel"
ttempt  to réconstruct.the alleged. events
that! occurred .after:its. chips were stolen.
Siemens:AG apparently resisted attempts-to
“Yearn: the identity of its suppliers. Confiden-
vual~ Intel: memorandums, now- part-of the
- court record, state that a high Siemens offi-

out. of*concern for the loss of their source
of product.” After"a month of pleading and
pressure- from: Intel, which even considered
as)nng‘ the-German courts to- confiscate all
Sie ns producs contammg the counterfe:t

ion:in. Munich*remembers the circum-~
cw somewhaL dxfferently : “It’s abso'

v

1te 'ew,."The reason it was cleared: up s0:

Tntellioence Agency, accordm Eﬁrecbfas n
_SanFranczscof eral  court. Althoug .

g elligence agents or former agents
may be playingaTole in the nign-tech espio-
nage. F'rior 1o gaining Ris U.S. CItizens D,
the Russian-born Mr. .Maluta worksd for
US Air _Force intelligence in Germany

“performing sensitive dutes,” Jaw-enforce-
Inent sources say. HiS lawyer confirms toat ]
i@ held a fop-secrat clearance. . ‘

.To Silicon Valley Tawmen, the involve-
ment of a former U.S. intelligence operative }
with 4 man who deals re 1arly with the
viet Board of Trade gives ?ﬁe mve:.u'aauo' naf
manmng amDbiguity. 1

Maluta’s "a wild ard," says Douglas
Southard deputy district attorney for Santa §

Liara County, who IS prosecudng the A
““We don't know what %e’s saying o the fa
ral grand jury. It gets very James Bond-

€

-1t scares ine. on't get any fe 3CK
m e s at'a she. S depu-

ties wonder aloud W}.XCE Sl(le &Il’. Malufa I

reallyon.. . v . Ty

T Another intelligence connectmn clouds
the case of L.I. Ingusmes Rdward Bresln,

“a_ pattner with ML.. Mueller, - the - Cérman
who illégally shipped semiconductor ima- j

chinery to-Russia, had worked 23 years In
ithe U.S. Army Intelligence and the Centma

Brestin was the head of a company used y

(tMr. Mueller to evade U.8. Cusioms i the }

idly-is: that Sxemens _was able to: help
l -

ﬂMr”Oswald also'tol “
.fournal that”Siéemens had-not one but two
urces:of the stolen 2732s: EBV Elektronik
d .Werner; Bruchhausen himself. He said
the interview that.Siemens had bought the-
21%2s from Mr. ‘Bruchhausen- although “\_ye
were suspicious from the first moment.’”-f >

couldn’'t be reached for comment an
answer messages left at his residence -

\Iore Compames Are Involved j ;

Bmchh&usen and Malufa begin to
the network of dxsmbutors or

iz However,s1Mr.»: Bruchhausen-- was~ “a:
source to us, a- ‘business partner,”” and:*‘had

+ Ibeen supplying*the: whole industry- in-Ger--

many.with quite a few-electronic products,’™
Mr: Oswald says. He acknowledges the gray:

rnarket’as -a:fact:of - life in trvae _lectroqics_

<

usiries case, he was never cnargi
the case. Mr. Breslin co reac
for comment. .
——eaiZHb

T

| Semzconductor Thefts'
] ;Oﬁen Go. Unreponfed

. Bya WALL S‘rass‘r JOURNAL Staffﬁeporter
SUNNYVALE, Calif. — The govern-
_ment’s campauﬂn against technological
espionage is often frustrated because
semiconducior - manufacturers  fre-
-f quently are overly reticent about report-
ing thefts, lawmen say. . 1
-| "~ -National “Semiconductor Corp. and ‘
. Advanced Micro Devices Inc., for exam-
ple, initially issued routine denlals of
.| any ‘problem" with thefts to this news-
.| paper,. a.lthougn their components are
;| -listed.among inventories of items seized
-} in: searches of - suspectedr gray-market
: dxstnbutors. - :
1~ . Such lackof

mn

|

ndor isn'twithout rea-» 1
-] son._“If you report a theft, you could
*f lose” your - defensecontract,”’ says Lt.
‘} Robert McDiarmid of the Santa Clara
sheriff’s department.: Moreover, a well-
‘| publicized theft tarnishes a company's
+] image- and: tends "to throw customers
into the arms of. compenwrs. mdustry
-} sources say. . -.: :
_ George. Rakomtz the secunty chxef
for National Semiconductor, concedes,
“Management, in general, has a deep
interest - in-- suppressmg "information
about crime.’ P

RS S
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By James Coates’
Chizago Tnitune Prass m-ncq--r-
\VASHI\G’!‘O%Thmugh theft;. blackm

mail,. and bribery — with an- assist from
American busmevsmen eager. to make- a
‘profit . —. Soviet agents have, “obtained;
enough"U.S.” high technology; to: -vastly.
expand their xminary might. = at:
expense, .. . i)
" 'That is the view oi many nking mem-}
bhers of the U. .:. JLreligence Community,,
Who say & BOVISt Lechnology-:
gathering opera?on 13 costmg Amencam
- Faxpavers bulions. ~lich of (he carrent;
*ST&3hillion U5, delense budget is: ‘miseded !
-tn counter Soviet: musele acquired direct-
1y through. American- _‘;ec oloey,' they
add. . - P -
Sophlshcated Us. ‘technologyis.te ach
ing the Soviet ‘armoed- forces; nearly” as
_fastasitis being & uired. by: Uﬁg_umts,
'say a number-of top-efficials'=Tspeaking-
'sometlmes on. the IProrcband sometu‘nes 4
off. - B iyl A
As a reqult Swmh@ Banki g: omm tteer:
Chairman.Jake' Garn (R.. Utah) and -
others warn; the U.5. must <pend billions
to counter Soviet” mthtaty might- born.of?
Us. tevhno!ogy

. THE \IOST W %RTLH\(’
maying — example to-Garnisthe discov-
ery that nearly ail the engineering | break:
" throughs. im.the: Seviet SSIE
sile, . which<maka«it “accurate enough-to

. imperil :all-' 1,000 Americam. Mmuteman
" ICBM siloes fn-a firststrike;-are a.direct 7
result of buymg and steahng_
nology.- =
©  The-.S58-18,% ---whxch‘ earries—ap-

J.S

P
multiple - independently. targetable nu- %w
clear warheads (MIRVs),.is guided: by a4 q

.show. -

“machines . called - Centalign. B,:-bought:

- partment. of Commerce:license, to- grind.

12 APRIL 1981

sophlatlcated Hewlett Packard model stu-g

len by Sov1et agents at a 19 2 wass trade:

_ -The: extremely accurate merttal gmd-d
‘ance system — whichy allows Soviet mis:{
sile crews-to’ lob- their. warheads-*‘down;
the. stovepipe’ of U.S. ‘siloes — is made:
possible by Anderican ballbearing techw
nologi.. Soviet engineers. now use:

from. a: New- England- fxrm*under a-DPe-’

‘bearings with a degree of precision of-
fered® by no other machine. The license
was: granted despite. mtelllgence com-.
munity warnings.

ﬁperatlon coordinated out: of .the “Soviet:

. being installed in the $S-18s..

“sion: grmders “ill advised”” and- noted:

_“The first-izamediate effect of increased |.:

Soviet' MIRV accuracy on the American ., of credit in DeGeyter’s briefcase guaran-

““teed by Techmashxmport a Soviet state

ear-mise g

“MX: ICBM, which will cost over $30° b

U.St ech“ e
ik}

‘18 ?’0

A military analyst’ dlSCland that the
SS-18 guidance systems use an on-board.
i laser measuring device acquired in Cali-,
fornia: by ‘a KGB (Soviet intelligence)’

rade consulate in- San Franc1sco

frequent debriefer of Iron Curtam defec- ¢
~tors, said Russian engineers” have told’

bearmgs ‘from the Centalign'B machmes

:»In- 271980 report to-the Bankmg' Com-
mittee, Garn called the sale of the prec:l-

people is the need to build‘and deploy:the.
Tion: mlconstant (1980): dollars.””,
jill cost, $40: billion. ~ 17

The: SS-18 appears. to be: the castliest
0ss 1o U.S:" interests, but.it is:far from

-ing equipment.was adapted by. the]

Rg'l 003880163-5

‘_’Some other examples RS

- ®» Commerce Department mvestxgators
-found that the GEO Space Corp. of Hous-]
. “ton exported seismographic equipment.
uséd for exploration of underground. oil;
and"gas to the Soviets- without obtammg
.proper hcenses. The.computerized sens~]

Soviets: for., use. aboard Russian . navsl
’,-vesse]s, where 1t ‘can detect a T.8. sub-i
*marine as- asxly- aSJt can, a. Texa> gasqi.
- deposit..
““Walter and "_Frances-Spawr, a coupled
'whe operated:a Corona,’ Cal.; opticak re-4
- search company, were mdlcted late last
1 year for deliberately exporting-sophisti~4
_cated- copper-plated, water-cooled lager-
“mirrors to the Sowets A high Commerce
;Department} source said Jn an interview
-that the CIA has found .that the laser:
_mirrors are being fested In the Soviet |

SR ;,Kunter—kxlxer satellite: program.
DE. MILES COSTICK, president of the [~
Institute on Strategic Trade here and a |

® In. August FBI. agents posing as
Sovxet officials arrested Marc Andre De-
- Geyter of Alexandria, Va., s he tried to’
-sell computer-tapes- produced by Ameri-

him in. Jnterviews that they observed Y ¢an defense coutractors for $500,000. The

' tapes contained the design for building a -

‘1. “super chip’’ technology that could be

. used.to inventory an entire army or guide

_terrain-hugging Cruxse missiles over
" Soviet territory.- .

'Federal agents found a %50 000 Ietter

enfotcement

trading” company* la
’s:ources saxd eyt

ips: , 's ose made in California’ s )
‘Slhcon Valley,”‘ southof San’ Francisco, |

) s 2
+ computer: reverse ,engmeered from 2 ’the only, case in which an ambitious and{-

- oftenillegal KGB operatxon ‘has-sapped .

_which_has_become’ the- world’s leading |
research and. development -center 1or

* solid: state electronics. The  machines to-{

“build - the- components were. shipped to-
" Russia by “an "American’ company, L.L.
. Industries,. in boxes labeled “axr—
- conditioners™ and-*‘washing machines.””.
... Experts who discussed the technology:
dram In interviews told of a decade-lopgi

. GONEBIBUBD

American. companies, sc1entlsts,\ ‘and
-businessmen of technology .{ar:, more.].
“sophisticated than what. 1s avaxlable in=
;side. the S Sovxet bloc., PR

Cfaent é-

For years. ;Amarican: 'know how and equipment hava’ contrlbuted St 3
military ‘might. This is* the*first 'of . a- three-part ‘serigs -examing low‘»thexz,,
Russlan m nary haa iaken adygntage of US~ technology




. whichjthe-KGB attempted: to; :buy.a bankZ
"in arrapparent effort-to. obtain’ damagmg—
. data- to blackmaxl Smcon Valley sclen-!

- Amos Dawe approached: ofﬁcials of the
" Peninsula Nationat:Banic mBurlmgame
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Spy war in-which Western intelligence

i} WItH tHelr Sovie
CAEBT AT GO ﬂ’mmary intetligence) .
counterparts irom (e board rooms of

oiicon vahay to tie hauk alleys of Honv

b.oncrz

“One t*ﬁvz I.’d hava to say.” sald Fran-

- cis W. “Bud’* Muli¢n, deputy FBI Direc-
-tor, “is that a Iot af the' things we . ac-
complish are things vou will never hear.

about: trdnsactions that. never occurred*

because we stopp@d them, :

I think you wiit dnpreclate, that oftenf

-1t is not in the (American) national mterv:g £

est to- bx:oadcast whak -we. knqw ‘about]

ATt X

" COSTIEK. “WHO- operat

Trestraintsthan: Mulien, tolq.,,xnfa:r ent.’ :

report;of: a;draman& XGBroperation-iny

tists."”

i SR Ld )
In thxs c

. .a»man.callmg hlmself-

. south of San:Francisco; i m the early 19705
_with an offer: tosbuy the bankdis - %

Costick said:that Dawe. presented Tﬁet~
ters of credit worth: 570-million. as part of
- his offer. The; creditiwas- found to -be] :

;abe'the ‘most damagmg example’of the

guaranteed througn the Moscow: Narodny
Bank... :
The CIA dxscovea °d that* Dawe was~

‘\‘4-.

4

N

""" INTERNAL COMMERCE Department’
ancf CIA studies have concluded tnat thne 4
Soviels can use the Spawr laser mirrors 3

- Jeally Law Sheng M°m Irorn Hong Kong.
TILISHT INtelllger Supptt
mmm
. hews publication, T latgel,  and a Stare
- banking investigavion was launcoed. 5@
-_aeal collapsed.. — o

DA eMY XNFORMATION is- that: Law-‘
. Sheng Moh-was trying to buy-at-least two'
-..other California banks because bank own-
- ers:can- get detatled. ‘information about:.
-people..whovean< becom_ :

o

targets *_Costick- s:-nd. e

r., 'o tcials -have - estabhshed ‘2 net--of - in- -
- tormants ‘from the business- community,
:_underwoﬂd the CIA, Interpol, and other

--key executive nofed a-dramatic upswing |:
A0 KGB activity”™ urthe-Tast yeara—~ -
B 4“We have cases: in-every port you can .
- imagine,” said the-official;.who asked not'4 .

: to-be-identified. ““About 50 per: cent'of our :
- cases move through New:York:and about-
£ 25 per:¢eht are in California.:Chicago is.
-another, place: where we-keep busy.” .
He said that the case: involving Spawr-
. Optical- Research, Inc.; of Califérnia may’}

KGB operatton recorded recently,

o dbtineer Sy eI ?_‘(

| “To burn holes 1n U.S. spy anﬁearly Warn- 4

. satellite’,as- it passed::

‘cnmmal penalues imposed in-the- Spawr&

1nteH1gence -gathering-organizations; a 4 :

Ing Satelles.

Sovxet engineers apparent]y are study- 1
/ing the possibility of placing the Spawr”
mirrors in one satellite orbiting just be--
‘low the' targeted: U.S.. satellite while a
second ' Soweb satelhte orblts above: theﬂ
target. - JPETLR

A laser beam would then he generate&-‘
between the- two Soviet craft. by the mir-4
rors and deflected to smke the Amencan s

R

% This- official- noted: that: although the.—;

. case: and in'similar cases-appear hght &=
Commerce Department mvesugators are :

“‘encouraged’’, because Walter Spawt re-
cewed a 10—year~]all term::4*Even thoughs]
~all “but:- six::months . was. suspended for:
-Spawr,-the- verdict was.- sull important to:
us,”’ the officials-said."22

A Tiazne A
aposyed f“:‘%’i ;'i;

" this century,

worth more.

. Since the

THE UNITED Sta S, and Russna.
" have been trading | partners throughout

shevik Revolution. A 1980 Senate study.
noted, for example, that/in 1914 Singer _Taiwan::
Sewing Machine Co.: had: holdings; .

As' part'of- the:1928-33-Soviet - “five.: -
" Year: Plam;” the Arthur G- McGee Co.
: of Cléveland helped build a large steel
| plantinm Magnitogorsk; USSR. The'mill*
was ‘a-duplicate of the United States -
- Steek Corp. Gary:Works, according to’”
- a.-Senate  Permanent: Investxgatmns*
.«Subcommlttea report.. -t '

even before the 1917 Bol~ -

than® $100,000 in" Russia: -1979, 5.8z

In ‘an ‘etfort to

U.S.-Soviet trade agree--

: menf signed by. President Richard Ni-
1n_UcCtober,

partment reports;’

to Ijepartment -of Comverce' figures. .}
- That “amount. is- roughly one-third. of |
the. tradeiin 1978 between the U.S..and.;}

Sovxets-were wvalued- at. $1.7+billion;. in:
._"1980,.- :after’theCarter: admmxstratxo
~embargo~imposed >in~ response torthes}
{Soviet: invasion- of: Afghanistan; ‘sales: - & H
-plummeted to $857.million, Commmerce - ||
Department fngures ‘show..

B national security by sales of high tech
nology,’the US. established alicen
ing “procedure: that, bans certa'
, excnanges have ports and regulates others. i
: mcrease& and many ntelligence anal- *
ysts have warned that the Soviels are
_ building their. military -machine w1tlf
“Technology acquired ii.trade. . ,

In. 1980, accordmg to Comm rce Dot

valued at- $736 million were. approved ~F
~ for. export-.to--the \USSR,< Eastern =i
IN. 1978 THE Soviets bought’ szs Europe, .the- Mongolian . Peoples. R

bﬂuon worth oE US..goods, mamly pubhc, and Communist. Chma.

goods sold“ t

preveﬁt damage ks

-‘4

licenses-for .items:-¢

L~. TR
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, craft specialists.had a .U.S2 .Department
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muhtacy mtght Thls is. the second artlcle of a: three -part seriew exammmg
how the Russmn mnhtary has taken aovantage of US technolagy; .«

. w,\amx\(;m\ — The 4o'Sonet.¢ air-

of State lettek of mtrmuctmn,when they
visited  factories of Boeing,  Tockheed;{

and McDonnel] Douglas for a 1973 tour oE
productxon lméc and_shop talk:

e o

 Americans: buﬂdmg the
new wide-body jets — the T47-at Boeing;:
the DC-10 at McDonnei} Douglas, and the:
1-1011-at Lockheed. Last year the CIA:

learned while debrieiiag a defector that,
the Saviet visitors wore special shoes that
picked up metaI scr apa fzom the factory
t[oots e

The sha\nnés web# ai.
and that enabled th= Russians to acquire

" the metal alloys nesded to produce. their

giant Ilyushin I1-78T troop transporf.

planes;~according: 0" cmgressmnal

cn_the matter.

sources who have recnlvpd (‘IA brlpnngs

Such field trrps are.. }ust partﬂf -any
ambitious overt and- covert Soviet pro-]
gram that each.year obtains seme of the:
most sophisticated technology\bemg\de-
veloped by the. Hmteti States.

VTHE- TLCHNOLOGY is bemg nsed
bolster Soviet: military ‘might,-and con]
gressional,. admmxstrahsn,. an&‘pmat&
experts say-the:U.S. must increase mili=:
tdry spendmg to counter Scmet:advances.._

B ] -«vﬁav:a

Among the examples of how the Soviets’)

acquxre the latest Amrricankncw how at.l
a fraction of ‘what.it cnstS'the 0.8

;! --7 4 E ,»..,‘

® Each year a new. batch‘ ; I:ugﬁlys
-{rained Sov1et'scxen*1st., usua}iy 357 or,
older, become “exchange students™ and-
enrolls ‘in.top "American- universities tos
study high technology- subjects. Dis-
mayed U.S. -experts .note that, by con«
trast, nearly every American in the ex-’
change program studies *‘soft”? cultural.
and historical topics, such as Soviet fau'y
tales and Russian chamber musxc. s

" @ The. Russxan Embassy here spends

several mﬂhon dollars a year on ‘a stand~
ing order for copies of each of the 80,000
wtechnical reports deposited at the. Depart-]
ment-of Commerce's- Natxonal'Techmcal
Informatwn Service.' v
® Hundreds of times:a: year; Sovxet
busmessmen negotiate with high ‘technol-
BRUAA American compames, ostensibly off-
rering. deals- in-which the.U.S.-may sell
products in the U.S.S.R. once the-Ameri-
cans obtain required export licenses. Ac--

. tually, such experts as FBI Director Wil
. liam Webster warn, the Soviets-use the.
“ bargaining. sessions ‘to acquire confiden~
_tial business processes. Commerce De-
" partment spokesmen said that the license
“applications shown to Soviets ‘are- kept
.secret from the public because they often
X contam confidential information, ;. "~ il
Vasili ‘I. Khlopyanov_and’ V!adnmu-

:Alexandrov, two KGB executives at the

»:, Reagan administration. .

* Soviet trade consulate in San Irancisca,
+have been observed operating a program

+to obtain products and know-how. being-

Tproduced in California’s so-gcalled Silicon

~Valley, according to U.S. intelligence

sources. That is a major technology area.
“More than a dozen major diversions of
the highest computer technology have-
.been traced to the Soviet bloc from this

“operation. The KGB xs the Sov1et Secret

Pohce e 7
Webster recent]y told a group o Cah-
fomxa businessmen, “‘I think-you: would
be astomshed by the voraciousness of the’
appetxtes of hostile* mtelhgence
gatherers e A
Webster has issued mxlar warmngs in]
,speeches in Chicago, New York; and St.
‘. Louis. He told the Californians, {*Hostile
. intelligence gatherers have a strong in-
“terest in technological secrets, especially
~about computers, mxcmelectromcs f‘ ber
optxcs, and lasers. v *%F o
‘He said 11,000 America pames
“handle classified information‘through
i government contracts. The Soviets have
- obtained much of that data simply by
negotlatmg wntb US busmessmen he

‘Kochev::was  assigned to the Lemngrad

"as 2,000°0f the FBI's’ 77,800+ agents in the'
+U.S. work in counterintelligence full time.
‘to keep track of the thousands of visitors *
g‘om the-U.S.S.R. and Sovxet bloc coun-:

ies.: N ) 1

John -Morrlson spokesman for
,\Webster acknowledged that the bureau
‘almost - néver- makes an arrest m the
technology transfer area. -~ .+ -
- “We've-had: maybe one case in Eiveor~
six. ya#rs” with arrests, Morrison said.
"He cx=%d. the arrest last year of Marc
_Andre DeGeyter, who allegedly tried to.
:sell sensitive .computer - programs to: an-
; undercover agent. -
A leadmg analyst of the Soviet effort to
acquire American technology is Dr. Miles
Costick, president of the Institute on Stra-
»tegic Trade.bere and a close associate of
Several fop.intelligence advisers. m the

.,‘ F SR S R .

. Costlck ‘has: estimated that the Sovnets
“have .obtained. technical equipment and
processes. that ‘would have cost -them
: mgra than 5100 bmxon to get thhout U S
Jald, | -pyizen -

Iz Consxdered parhcularly sxgmﬁcant is
. Costick’s analysis of how the Soviets pro-
_j:duced their current generation of ballis-_
‘tics. missiles-by: patiently . working .
;_through the- Amencarr system to. obtam
;_key technoiogy-x; :

" '\riUCB OF; 'I'HE technology that’ went

jmto the’ Soviet- missiles came from uni--
‘versities in'the Boston ‘area and District |
~of Columbia, Costick-said. He ‘cited the -
:case: of :Anatoly :Kochev. as ‘one.of the
-more biatant examples. Costick, who gets .
.rauch of his information debnefmg Soviet-

‘bloc defectors; said.that in the late 1960s; -

-Polytechnical. Institute- to bmld a device -
.called” an-accelerometer, " & psa 02,
5 Its measures: changes -in . the pull of
gravxty .on -an ‘airborne -vehicle. and is-:-
‘crucial- to: accurate flight - for a guided -

coﬁmibﬂfg
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By James C Cme
Cﬁcago Trmm “wr‘ti -

WAaHl\GTON“ - "Ihe i Sonet airs
craft specialists_bad a 31§, Department
of State letter of’} xrtruduct;on when'they:
visited" factories of B&emg, “Lockheed; 1
2nd McDonnell Douglas foF a fo73 tnur of |
nroductlon hnes and shonrtalk'

Y i b
new wide-body jets - ths: 447 -at-Boeing:.
the DC-10 at McDonnelt Dnuglas, and thes:
1-1011 at Lockheed. Last vear the CIA*
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several xmlhon doﬂars a year on'a standJ
ing order for copies-of each of the 80,0001
+technical reports deposited at the Depart-]

ment-of Commerce’s N txonal‘Techmcal
Informatlon Service.' TP
® Hundreds of times:a-year; Sovxet

busmessmen negotiate with-high ‘technol-

-ogy: American companies, ostensibly off-
“ering- deals.in-which the U.S.-may, sell
products in the U.S.S.R. once the Ameri-

" cans obtain required export licenses. Ac-

tually, such experts as FBI Director wil-

_liam Webster warn, the’ Soviets-use the.
_bargaining. sessionsto acquire confiden-

learned while debrieting a defector that:
ine Soviet visitors wore spacial shoes that:
nicKed up metal SCraps fro'n the factory

11007S. .

The shavings "were Lalyzed ¢
and :hat enabled the Mussians to acgulre

the metal alloys needed tp produce. their

_tial business processes. Commerce De-

partment spokesmen said that the license
“applications ‘shown to Soviets "are kept
_secret from the public because they often

“contain confidential information. "

Vasili ‘1. Khlopyanov_and Vladlmx.r

RaWI 003880163-5

walk right in, %g’k

Am@gmﬂ é@fﬂ

ﬂ@kgy.?

*Alexandrov, two KGB executives at the

“Soviet trade consulate In San Francisco,

giant llyushin I1.787T troop . transport

planes:- according: id\ﬁéungfess'itbnm.
sources who have receiyad ClA bnermqs
on_the matter., X

Such field trxps are- Just partof =\
ambitious overt .and- covert Soviet pro-]
gram that each.year obtains seme-ot the
most sophisticated technology-being-di
veloped by the. Hmted States.

LT HA.

. THE- TLCHNOEOGY“ is bemg used*
Yolster Soviet military ‘might, and con-]
gressional,.” administratien;- an&~pnvate—
experts say the-U.5. mast increase mili<
tary spendmg to comner Snvxetadvances.-'.

R o *-4.»—&{,\}.'5.

Amcng the exampl% oE how the Sonetsh

-acquu'e the latest Amencanknmv W at--
a fraction of what xt costs. the U.S

® Each year a. new batch' of ; gﬁlys
-trained Soviet-scientists; usually 35, or,
older, become “exchange students™ and:
enrolls in.top American umversmes tos)
study high technology- subjects: Dis-]
mayed U.S. experts.-rote that, by con—«t
trast, nearly every- American in the ex-*
change program. studies ‘soft” cnlturaL
and historical topics, such as Sovxetfa;ry
tales and Russian "namner mum T

"-have been observed operating a program

:to obtain products and know-how being

Usroduced in Oalifornia’s so-called Silicon

2 A UL Aid Nidiaasicaaaa SuTLtaiia o

Valley, according to U.S. intelligence

sources, That is a major technology area.
“More than a dozen major diversions of
.the highest computer technology have-
.been traced to the Soviet bloc from this
“operation. The KGB is the Sov1et Secret

Police.. -, i

Webster recently told a group of Cah-
“fornia businessmen, .1 think - you would
be astomshed by the voraciousness of the
appetxtes of, hostile® mtelhgence_

,gatherers 3
Webster has issue
-speeches in Chicago, New York; and St.

- Louis. ‘He told the Californians, {Hostile
. intelligence - gatherers have_a strong in-
“terest in technological secrets, especially
—about computers, mlcro-electromcs, ﬁber

optxcs, ‘and lasers. ‘.
‘He said 11,000 Amencan

- sald -
~ ACCORDIVG TO FBI report_

L4 The Russmn Embassy here 'spends !

JUFRRR R+

milar warnings i in]

mpames
“handle classmed information ‘ through
: government contracts. The Soviets have
- obtained much of that data simply by
negotxatmg wnth US busmessmen he

~ "as 2,000 of the FBI's' 7,800« agents’in the-]
; US. work'in counterxntelhgence full time.
: to keep track of the thousands of visitors :
*from- the US.S.R. and Sovxet bloe-coun-,

,_Webster, acknowledged. that the bureau”

.- ‘““We’ve-had maybe one case- in l:‘ive»or«

"He c=¥d. the arrest last year of Marc
,Andra DeGeyter, who allegedly tried to.
ssell sensitive computer programs to: an.
? undercover agent. - e e s o LT ek

; tegic Trade.here and a close associate of
_; Reagan administration.’
- have .obtained technical equipment. and

-_mgre than 3100 bxlhon to get w:thout u. S.
,al . '_»...,-, e . .

. Consxdered pamcularly sxgmﬁcan . 13
. Costick’s analysis of how the Soviets pro-
:duced their current generation of ballis-.
‘tics. missiles-by: patiently, .working.
_through the: Amencarr system to. obtam
_.,‘key technoiogy-? . .

~“MUCH OF THE technology “that wont
‘into_the’ Soviet missiles came from uni-
‘versities in-the Boston area and’ District
~of Columbia; Costick" said. He ‘cited the
scase.of : Anatoly :Kochev:'as one-of the
-mbore blatant examples. Costick, who gets .
.much of his information debnefmg Soviet
-bloc defectors, said that in the late 1960s;
“Kochev. was- assigned to the I/emngrad
:Polytechnical. Institute- to buxld a- device. ~
.called an- acce]erometer

FST .y
=

tmes L ..
John Morrxson *a:

spokesman for

"almost - never-‘makes an. arrest - xn the
technology transfer area. -~ .- -

six. yasrs” with arrests, Morrison said.

A leadmg analyst of the Soviet effort to
acquire American technology is Dr. Miles
Costick, president of the Institute on Stra-

.Several fop. intelligence advzsers in the

Costick has. estimated tha.t‘ the Sov1ets

processes that would have cost them

e b1

AT Bt vt\’ 3
* It s measures: changes in . the~ pull of

gravxty on-an airborne -vehicle. and is--

‘erucial. to. acqurate | fhght for a gulded
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o , Paccelerometer project for the Soviet mis—| , .
h }’ sile program at the time he was sent as

# an exchange. student to Catholic, Univer-.]
sity here to study accelerometer. con-..
SHTUCLION. . .. ... . iaged e 4

.~ Shortly after his return to-the US.S.R., ;
_there was. a dramatic increase- in-Soviet-
missile accuracy. Soon after- that, the-
_Soviet Union successfully -fired:a.-multi—
:ple-warhead missile. Costick-indicated.
that defectors have told him that the first
missile: breakthrough-.came-.from:
.Kochev's studies-in-the U.S.55m= &z
© There are- indications that- the-Soviet
drive to acquire U.S; high-technology is-
- moving away from the already successful’
missile project to: focus on the’American:
'\ missile-carrying Trident submarine fleet, )

:which still poses'a major threat to-adver--

:

-saries. - O

The big breakthrough for the Sovietsin.
_that area has been.the acquisition of tiny.,
electronic devices. called array-transform
processors from a Texas oil exploration;

fiem. 0 AT

i These components, called APs, allow a

computer to interpret. almost. instantly

-millionis of tiny variations in sounds being

bounced off deeply ‘buried geologic- for-

“mations when explosives are detonated.

After the devices were acquired,

through GEQ Space Corp. of Houston, it

was discovered .that the Soviets. were

'using them for computers to find Ameri-

_ can submarines by analyzing tiny varia-.

tions in sonar signals, not for geological |-
‘exploration. . - e

3 . . : -+ Costick told a Senate committee:- "I

have interviewed for two days a.former.

Soviet intelligence: specialist,’ a” geologist

"by profession, who revealed to me-that he

and Soviet Navy personnel — trained in

Houston — had carried on board-Soviet:

‘submarines - ... APs and-installed thenr

there next to-the shipboard computers.” |

| Tuesday: How Soviets use
‘1 American_system: <.




-* Cuieago Tnbure. Presy. Sarvic

-elsewhere,. .. . I
.. New York customs c.fﬁcia\lsﬂhad H
fused to stop the shipment, 4nd the crates- Yess
N itinz. shipment when--- U.S. sources,: - - I : v
- ;;eerea;er;gaggt'isvgév 'Efl;gx‘r:?};e;g‘,ufccbrdirig"" “American intelligence orgamzations - his country had violated u.s. Department:
to-a report presented in-1930 to the Senate-
Governmental Affairs Committee-by Sen
- Jake Garn ARy Utal).. :.. 7.0

units swarmed over the Afghanistan fron
tier in trucks puiit in the American. -

gesigned and supplied:Xam nt,”.: % L - _ €

in Russia, Pentagon agents fi d . powering Soviet troop transports tg the . US. Commerce Degar;ment license.
1oe bureaucracy to halt the shipment.of a. ;mills dating from the 1930s, designed py ., FBI Director William Webster ‘has
200-foot-long diesel engine asse ine;:- United States Stee] Corp.,Westem_ know-.  warned businessmen to be wary, because!

capacity.-". i

American technology-to-the Soviets:
through purchases; . theft, bribecy and:
sometimes simpiy-mpyingimm&o}_umim
ous American -pubtie-res rds note:that
these two cases are considered successfut’s
in that the transfer was stopped.
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By James- Costes.-

At least-twice-las
oficials moved onl ‘
at the last minute to halt the shipment of
military factory equipmeiit to the Sovie
Union; despite’ White House:orders to ¢y

thousands

ic orkers.” There the Sovie
of othertimes; Us. technology has: bee 4, Produce several types of vehic es, includ
passed__.‘j._t:g::ithg va,S;S,R;?.‘-_“"at"E’.b'_argain';}"f Ing the Red Army missile auncrers that
basem'entrrates;:Some‘experts’};aVe com- : U.S. spy satellites photographed in Al
uted -that *it. would have: cost Moscow 4 ghanistan, R T IP
roughly- $100 billion more to‘acquire its - Soviet and Warsaw.b} defectors havel
urrent level of technological expertise if -~ told American debriefing officers 0
t had not: obtained it from the West. - - humerous instances in which the milita
++ AS a-result, Garn and other experts. - establishment directly acquired highi
;7 said, American taxpayers are confronted. technology ‘hardware that. Russia

with a staggering U.S. defense budget of negotiators insisted- they- wanted fo
.$189 billion this Year and more next year ' peaceful uses,: i Aegms oy 0
-much -of - it ‘needed tg combat: Soviet -~ Soviet dissident - Anatoly- Sheharansky

. military prowess acquired directly from  was charged..in. a»Russian court, with
; 3 w5 illegally telling Western Jjournalists that:

: have traced Soviet acquisitions — from  of Commerce agreements by using Amer-.

- the RyadT, ﬁzaa II; and Ryad 11T com- ican computers in its military programs.:)
- puters which are virtual copies” of the P R e T |
BM 360, 370 and E Series. to the Strella - = EACH YEAR 1,000 Soviet businessmen;

- , s ; roughlv 8.0 isi |
On May 6, 1980; 4+ months after Soviet - parire ield missile, 3 copy of the U5, R * 20d roughly 6,000 visitors from Easternj|

“FROM THE--~ROLLS-}ioyéé engines - cuss acquiring technological iteras under;

How*is noted- everywhere’
military machine, - - e
Russian -tanks  captured .in-th 1973

* often these business “deals™are simply a )

- Tuse to visit factories and obtain informa.
“tion through Conversations,” T
Such aggressive information gathering
is not a ‘Soviet‘practice‘alone. U.S.. offi-
-cials in - the Sovief Union- make similar
efforts. A top Navy source told, for exam-
>~ - Ple, of the time U.S. Vice Adm. Hyman|
e ich is oo of . Rickover had his engineers design a tiny !
v £quipment, whxch {skgpgrate'dwt_ry tfimSOE radiatiom_sensor inside -a fountain pen so-
he could carry.it aboard a.Soviet vessel {

‘Experts studying .the. sté'ac‘IyT’d:a"i'rf-"df n- red -in+the’:
meri Mideast war were found to be using peri-:
scopes -and: other-"equipment- manufac-
ed: in- the' US., a Senate committee

sona ceremonial visit and. ferret out reac-
“ tor secrets, B P S

. R S
R 2L TES, SO S S
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! cOTRplatm that it is much easier for Soviet |
. operatives to-glean-information in the

“work in the U.S.S.R. and Eastern bloc, |

. the Commerce Department for exports to

‘American system..

- sought, accordmg to’ testimony by E ic-

. wiil thep make a search of-cther patents
- and report to the applicant certain details
L of. any mdu.strral process- similar to the
-one he. wants to patent erschom sald -

OFTE\ AS IN the case of the aborted '
. March, 1980,-shipment of aircraft
" machingry, ‘the free enterprise system
- and federal bureaucracy become Sowet
. allie¢ in the technology drain.

. in’ Limerick, Pa.; sxgned ‘a-contract to
. ment process for the moving parts of jet

" turbines. The sale meant millions to the
. corapany -and it was approved and

~ cials objected that the sale-would give
" the Soviets not only machines to treat

But. intelligence ¢ unity experts

qoen UJ.S. society than for Americans to

where no such freedom. 1s allowed.

IN TESTIMONY before the Senate
Governmental Affairs Committee, Com-
merce Department officials outlined
ways that Soviet businessmen elicit use-
ful data simply by workmg ‘within .the

One of the more efféctlve. ways is to
appmach several competing U.S. firms
and 5 ask them to obtain a license from

th» Soviet Union. The license applica-
.om, whith are shared with the Soviets |
but kept: from..U.S.. public view, often
congaily ’cey data”sbout the process being

- Hirseh orn, a former export chief a; -zhe
?gem,},- v SRR =T L

-Anciher way to obtam information is to
appiy foc i patent. The U.S. government

JIn that case, Sermetel, Inc., a éompany

expor! to the Soviet Union’a patented

R
7/

. ceramw-meta..hc (CERMET) oxide treat:{ -

licensed by the Commerce. Department
" Chneerned Department of Defense offi-

their pianes for a couple of ‘years, as
originally intended, but also the capabili-

“ty of c'eatmg the cmcxal process them-' .

selves.

'I":e G‘"RMET_ptpcess coats tke 5
" raehines. with a pmervatwe so tough .
that engine parts-last several times long-
er ard overhaul -time is: ‘‘greafly re-.
duesd,”” according to a report on the saxe ol
writien by Sen. Gam.. »

Seulty. et
.. Because the U, S. is an open society and
. because efforts to stop technology acqui-

)

. independent’ Office of Strategic :Trade,-

. proponents argue.. - = . ~

'Reagan transition team and is now a

" partment office. He is favored, several
- congressional sources acknowledged, to
: head the strateglc trade offxce, if one 1s B

“trol over the- sensitive- transactions

-signed last year after publicly complain-

‘that we are engaged in scrategic confron-
_tation with the Soviet Union and that
" right now the Soviets are winning in their
. strategy of lull and divide agaiost the
. Western’ economxes, while it is engaged
~ at the-same time i a resource war of

economic attrition against the West.” i

WHILE" PENTAGOL\Iﬂd .Commerce.
~ Department officials argued over nation- .
- al_security, Sermetel crated its equip-~ -
ment -and sent it to New York for shxp.
ment to-the Soviet Union. : .. -.

It took a phone call from begmew: |
Brzezinski, U.S. national security ad-.
" viser, to Commerce Secretary Klutznick,-
to stop the shipment, Sen. Garn recalled.

The. CERMET: affair shows, according -
to Garn, that even when the U.S. tries to-
stop the technology drain to the Soviét
" Union,. there- can be consxderable dlfflr

- sition-by Seviéts often hurt businesses
such .as Sermetel, there are many pres-~.
- sures-not to block these deals, even when
. they-prove controversial, Commerce De--
partment offxcxals acknowledge o

GARN AND OTHER‘ Senate leaders
are sponsoring legislatin to establish an’

w1thout txes to the Commerce Depart'
ment. .

> The department whxch was created to
encourave business, should not have con-

between: the U.S. and the Soviet Union,

Lawrerce J. Brady, who dxrected thev
export office at the Commerce Depart-
ment in the Carter administration, re-

ing about.the drain and questmnmg the:
administration’s motives. .
He became a key adviser to the'

consultant to his former Commerce De-

setup"' :

Brady told the Senate commxttee Iast‘
year: “‘Administrators must recognize
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! By Thomas {}"Toole
i Washington Poss Stalf Writer -
Whan the Spawr (piical Research
" Ca. o¥ Corona, Calif, a;‘wed for a li-
cense: Wy exporr. 10 lasér mirrors to the:
Suvier Union four yesss ago, the ap-
_ piication was turned down by the US.
' ~o»ernment because : the lasers and
copper mirrors comd b=' Ld'd as anti-
sawellite weapons in
Rejection. of *his eppa.mm)n dxdnt
“stop. Walter - Spawe; . pxeatdem, “of -
 Spawr Optm}, Ea m. shipping about
" 20 laser mirrors-to: a laser research
" Izboratory in Moscow. :
Testimony in U.S. District Court in
"Los Angeles-last year showed that
Spawr deliberately "understated the-
" value of his h.wh-ener;: v laser” mirrors
1o the Customs Servis e, and then
shipped the mirrors to firtas in Swit-
z»"ara and West Gernany, which he:
. said was their final destination. _ _ - .
In Switzerland. ‘and Germany, a
“VWest German named Woifgang We-
ber, who was a business sssoeiate: of
Spawr, reconswned
Moscow. e -
Intellizence sources i Ld
in Los Angeles that ihe mmrrors al-
:eady may have been used  tests of

the mirrors to 1

e CGul't .
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Soviel anti-satellte weapons, where

"Tesers were used to burn noies in ar=
‘Zraft wo blow them up. k
Spawr was. convicteat of vxolatmg=¢'
“the Export- Administration Aet_and;
given a 10-yearsuspended: sentence
-un condition-he “serve six months in-
izil. His company:was- fined 3}00,000 g
't The - Spawr‘*case spotlights ™ a’,
_steadily rising-effort by the Soviet:
Union to .pry. awsy the secrets: of
" American high technulogy by means
they rarely used.in the Cold War
- vears of the '50s and *60s.

The Soviets, ofterma huge sums of
“money for lasers, fiber opticg and
| computers, bnbmg company officials

and using :,umpear' middlemen and-
dummy Polish, wmganan and Ro-
‘ manian corporations, are conducting.
\an unprecedented assault on the in-

L‘u;mes of America.

At Jeast five times, the S
‘been able to bribe American company
“officials to assist them in buying in-

HE WASHINGT
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“The Russian targets are hb longer
weapons and strategy,” FBI Director
William H. Webster told The-Wash-
ington Post. “The emphasis is now on
technology, and they will go to any

‘lengths to get it.”

: Lasers have military uses in- space;
fiber optics can be -used. to -make
small, secret communications devices.
Computers have thousands of military

'and intelligence applications, . .

The FBI says at least 1,000 of the

A 2 800 Soviet and East European dip-
"Alomats"' in the - United States .are
*“known or suspected” intelligence offi-
“cers whose assignment is at ‘least in
_ part the acquisition of hxgh technolo—

Also, 2,500 Soviet engmeers and
scientists visit this country every year
on trade missions, which may be an-

‘other way of saying that at least some
* . of them are here to steal industrial se-
- crets, :

At no tune in its Instory has the

" FBI had ‘a larger, more active counter-
intelligence operation. Of the- 7,800f -
- agents in its. 59 field offices, as many |
“as 2,000 are engaged full the ‘in
: countermtelhgence

Their task isn’t easy, mostly be-

"'cauae it's corporate and not Pentagzn
secrets the Soviets are after. In Cali-

fornia’s high-technology Silicon Valley,
more than 500 companies have access
to classified “information. Nationwide,

11,000 companies have the same ac-
L0ESSILT L, LTI L i

iets have

struments on the export control list.
Swiss and German middlemen also
have been bribed by the Soviets to
buy controlled American devices.
Usually, sheer greed is involved.
Says a federal official: “We -haven't
come across a case yet that'involved
ideological espionage. The sales to the
Russians have always been for mon-
ey.” . .
The top Soviet targets are- micro-
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electronics and computers. Last year
.a Belgian, Marc Andre DeGeyter, of-
fered a-$500,000 bribe to an official of
- Software A.G. in Reston, Va., to steal
-& coded computer pregram for the So-}
viets. The program would allow the
Russians. instant inventary control at
any military . base;' no matter how
large or complex. DeGeyter got a fou.r-
month jail sentence.

- DeGeyter’s case was unusual be-
cause he was caught before anything
found its way into Soviet hands. - -

Two years ago, two top officials of

: I.I. Industries in San Jose, Calif,, were-

found guilty of violating the same law
after” federal agents discovered they
had shipped more than $1 million in
computer machinery to the Soviet

" Union without a hcense by selling it/
_to a West German busmessman, whot
“forwarded it to- Moscow, - i

The first shlpment was throuoh a
phantom company in Montreal, which
sent it to Zurich and then Moscow.

- The next three shipments went to-a|-

fictitious company in Kansas City,
where the computer. machinery was
crated with air conditioners and wash-
ing machines and sent through Ger-
many and The Netherlands to Mos-
cow. .

Almost as hlvh as con"puters on the
"Soviet want list. are lasers and fiber
optics. Laser and fiber optics- parts
.have. been carried out of the United
“States in East. European diplomatic
pouches The FBI has mvestxgated at

least 30 cases in which the Soviets of-

';:;,‘fered bribes ‘to buy lasers and - fiber

By Ex;hw that were on the export control

t .

Federal agents often leam of illegal
technology exports while they are in
‘progress. A favorite federal tactic is to
intercept an illegal shipment and sub-
stitute something meaningless. At
least . twice,” federal agents "packed
computer machinery boxes with sand
that was then trarbshxpped to Europe
on its way to Moscow... - -

So heavy is the txafnc between the
United States and the- Soviet .Union
that the Commerce- Department,
which administers-the export control-
Jaw, is now in-the- cmmtenntelhgence
busmess. AR e oo

GOn'ﬂ& gD
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‘have its own agents, but it also-has a

_San Francisco.

director of the enforcement division of

Export Administration. “If- these cases
“are not on the increase, we're certamly
hearing more about them.” -

" Not only does staid old .Commerce

stable of informers whom< it some-
times pays out of its own informer
fund. Who are its informers? People
in the export business, people working
at air freight companies, people work-
ing on the docks in New York and

“It's hard to-say. these cases-are on
the increase, but. in . 1980 we closed
twue as many cases as we closed the
previous year,” said Sharon Connolly,

the Commerce Department’s Office of
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